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(54) Title- ELECTRONIC BILL PRESENTMENT AND PAYMENT SYSTEM WHICH DETERS CHEATING BY EMPLOYING 
HASHES AND DIGITAL SIGNATURES 

(57) Abstract 

An electronic bill 
presentment and payment 
system (Fig. 1) includes 
multiple biller computers 
(10-n), a bill presentment 
computer (20), and multiple 
customer computers (30-m). 
Each biller computer stores 
complete bills (CBILL) 
for the customer of a 
corresponding biller, and the 
bill presentment computer 
stores a respective summary 
(SBILL) of each complete 
bill along with a hash of 
that complete bill which is 
digitally signed by the biller 
computer Sb(H(CBJLL)). 
Each particular customer 
computer makes a payment 
on a selected complete bill 
by generating a payment 
message (step S24 of Fig. 
4) which includes: a) the 
hash of the selected complete 
bill digitally signed by 
the biller computer, and 

*1Z££ SVfunds on the selected complete bill, both of which are digitally signed by that particular 
LSh(«ILL))]. This payment message is storcd in a closing record for use ui .resolving issues regarding whether , 
changed after payment was authorized, and whether or not an alleged payment on the selected bill was authonzed. 
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TITLE: ELECTRONIC BILL PRESENTMENT AND PAYMENT SYSTEM 
WHICH DETERS CHEATING BY 
EMPLOYING HASHES AND DIGITAL SIGNATURES 

RAPKGROUMD OF THE INVENTION: 

This invention relates to electronic systems by 
which bills are presented and paid. 

One prior art bill presentment and payment 
system is disclosed in Fig. 1 of U.S. Patent 5,465,206 
(hereinafter the Visa patent). In this system, a 
customer receives a bill from a biller, and in response, 
the customer mails a check back to the biller. This 
check is then presented by the biller to the biller' s 
bank for payment. Then the biller' s bank sends the check 
to a settlement bank which clears and settles the 
transfer of funds between the biller' s bank and the 
customer's bank. Following this settlement step, funds 
are transferred by the biller' s bank to the biller' s 
5 account where it is available for withdrawal. 

in a second prior art bill presentment and 
payment system (which is disclosed in Figs. 2A & 2B of 
the Visa patent), a customer responds to a bill from a 
biller by electronically sending a message to a service 
0 bureau, and this electronic message authorizes the 
service bureau to pay the bill. Upon receipt of the 
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message , the service bureau writes a check on the 
customer's account in the customer's bank and presents 
that check to the service bureau's bank for payment. 
Then, the service bureau's bank sends the check to a 
settlement bank which clears and settles the transfer of 
funds between the service bureau's bank and the 
customer's bank. This sequence of steps is repeated many 
times for many customers of the biller. Thereafter, the 
se rvice bureau sends the biller a list of all of the 
bills that were paid along with a single check for the 
total amount paid. 

in a third prior art bill presentment and 
payment system (which is disclosed in Fig. 3 of the Visa 
patent), a biller obtains regular periodic payments from 
, a customer's account in a customer's bank with those 
payments being initiated by the biller, rather than the 
customer. With this method, the biller maintains a file 
which identifies the customer, the amount of the periodic 
payment, and the date on which each payment is due. To 
0 initiate each payment, the biller electronically sends a 
req uest for payment to the biller' s bank; and in 
response, the biller' s bank generates a debit request in 
a certain standard format, which is required by an 
automated clearing house (ACH) This debit request is 
■ 5 then stored in the biller' s bank, along with all other 
AC H debit and credit requests which the biller' s bank 
generates for other customers. Thereafter, a batch of 
AC H debit and credit requests are electronically 
transmitted to the Federal Reserve or other ACH clearing 
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institution, and by this transmission, net accounts 
between the biller- s bank and the customer's bank are 
settled. 

in a fourth prior art bill presentment and 
payment system (which is disclosed in Pigs. 4-12 of the 
Visa patent), the biller- s bank, the customer's bank, and 
a settlement bank are all intercoupled by an electronic 
payment network. With this method, a customer responds to 
a bill from a biller by ordering the customer's bank to 
pay the bill. m response, the customer's bank examines 
the customer's account to determine if sufficient funds 
are available to pay the bill or determine that the 
customer's bank is willing to take the risk of loss if 
funds are not available. If either determination » 
; made, the customer's bank electronically sends a payment 
message through the payment network to the biller' s bank. 
E ach such payment message is also stored in the payment 
network where it is acted upon by a settlement subsystem 
which nets the funds that are being transferred by all 
0 payment messages between the customer's bank and the 
bill er's bank. Thereafter, the settlement subsystem 
electronically sends a transfer order to the settlement 
b ank which settles the net accounts between the 
customer's bank and the biller's bank. By this 
settlement step, funds are transferred by the biller's 
bank to the biller's account. 

However, a major drawback in all of these prior 
art systems is that no means is provided for 
electronically presenting the bill to the customer before 
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it is paid. in the systems of Figs. 1, 2, and 4, the 
bill is physically sent to the customer by conventional 
post office mail; and in the system of Fig. 3, the bill 
is paid without ever being sent to the customer. 
5 Further, if the above prior art systems were 

somehow modified such that the bill was sent 
electronically rather than by mail, then a new problem 
WO uid arise because the customer would not have any 
documentation from the biller to establish the amount of 
10 the bill. Consequently, after a payment is made by the 
customer, a biller could increase the amount due in the 
bill and claim that the increased amount was in the 

original bill. 

Also, if the above prior art systems were 
15 somehow modified such that checks are eliminated and all 
payments occur electronically, then another new problem 
arises in that no canceled checks are generated to 
establish the amount of payment which was authorized. 
Consequently, after payment of a certain amount of funds 
20 is made electronically, a customer can subsequently clam 
that only a smaller payment was authorized and/or a 
biller can subsequently claim that a larger payment was 
authorized. 

Accordingly, a primary object of the present 
25 invention is to provide an all electronic bill 
presentment and payment system which employs hashes and 
digital signatures to avoid cheating by a biller and/or 
customer . 
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TapTTrv RTTMMARY OF THK INVENTION; 

An all electronic bill presentment and payment 
system, which constitutes one preferred embodiment of the 
present invention, includes a biller computer having a 
data base which stores a plurality of complete bills for 
a plurality of customers, and a bill presentment 
computer, coupled to the biller computer, having a data 
ba se which stores a summary of each complete bill and a 
respective hash of each complete bill which is digitally 
signed by the biller computer. Also, this embodiment 
includes multiple customer computers, coupled to the 
biller computer and the bill presentment computer; and 
each particular customer computer - a) can request and 
receive from the bill presentment computer, a summary of 
5 a selected complete bill plus its respective digitally 
signed hash, and b) can request and receive from the 
biller computer, the selected complete bill. 

To ensure that the selected complete bill in 
the biller computer was not changed after the summary of 
0 that complete bill was stored in the bill presentment 
computer, the particular customer computer generates a 
new hash of the selected complete bill as received from 
the biller computer, and decrypts the digitally signed 
nash of the selected complete bill as received from the 
25 bill presentment computer. If the new hash does not 
equal the decrypted hash, the customer computer displays 
a message indicating that the bill should not be paid 
because the discrepancy exists. 
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If the new hash and the decrypted hash are 
eq ual, then a payment message can be sent from the 
particular customer computer to the bill presentment 
computer; and this payment message includes -a) the 
digitally signed hash of the selected complete bill, and 
b ) an authorization to pay a specified amount of funds on 
the selected complete bill, both of which are digitally 
signed by the particular customer computer. Preferably 
this payment message is stored in the database of the 
bi ll presentment computer and in a closing record of an 
electronic payment subsystem which couples to the bxll 
present computer. 

Thereafter, the stored payment message can be 
US ed to resolve certain disputes which may arise between 
; the biller and the customer. If the issue in the dispute 
is whether or not the bill was changed after payment was 
authorized, then this is resolved by a dispute resolving 
me ans which: reads from the closing record, the hash of 
the selected complete bill which is digitally signed by 
0 the biller computer and the particular customer computer; 
decrypts the digitally signed hash to thereby obtain the 
hash in an unsigned form; generates a new hash of the 
complete bill as currently stored in the biller computer; 
and, compares the new hash to the decrypted hash « 
55 unsigned form. A miscompare indicates that the complete 
bill was changed after payment was authorized. 

If the issue in the dispute is whether or not 
an alleged payment was made on the selected bill, then 
this is resolved by the dispute resolving means which: 
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reads fro* the closing record, the authorization to pay 
th , .pacified amount of funds which is digitally signed 
by the particular customer computer, decrypts the 
digitally signed authorization to thereby obtain the 
specified amount of funds in an unsigned form, »d, 
compares the unsigned specified amount of funds to th. 
alleged parent. If . -i—P™ occurs, the alleged 
parent was not authorized and thus did not occur. 

Preferably, each digitally signed hash consists 
o£ sixteen to thirty-two bytes, whereas each complete 
bill typically consists of thousands of bytes 
Conseguently, by storing the hash of the complete bUl 
rather than the entire complete bill, the total amount o 
storage is greatly reduced in the data base of the bill 
, presentment computer and in the closing records of the 
payment subsystem. 

BEI F Z _ng£PPTPTION OFJT HF, DRAWINGS: 

Fig . 1 shows an electronic bill presentment and 
payment system which constitutes one preferred embodiment 
.0 of the present invention. 

Figs. 2A & 2B together show an example of a 
complete bill, and such a complete bill is indicated in 

Fig. 1 as CBILL. 

Fig. 3 shows an example of a summary of the 

Fias 2A & 2B, and such a summary is 
25 complete bill of Figs. 2A 

indicated in Fig. 1 as SBILL. 
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Fig . 4 shows various steps which are performed 

by a program 31 in the customer computer 30-m of Fig. 1. 

Fig . 5 shows how the bill presentment and 

i-om of Fig. 1 interacts with a payment 
payment system o£ tig- 

subsystem 50. . 

Fig 6 shows how a payment closing record in 
the payment subsystem 50 of Fig. 5 is used by a computer 
Z ,to help resolve disputes regarding the payment of a 

bill- . , M1 

Plg . 7 shows two modifications to the bill 

presentment and payment system of Figs. 1-6. 

Fig . 8 shows two additional modifications to 
the bill presentment and payment system of Figs. 1-6. 



nETMLEr rregrnTPTIOH: 

in Fig. 1, an electronic bill processing system 
shown which constitutes one preferred embodiment of 
13 sh ° Wn _ M „ pia ! embodiment includes 

the present invention. This Fig. ^ 

lp b iner computers 10 -n (where n equals • • • 

T a «U P— computer ». - 

All of these computers 10 -n, 

intercoupled hy communication channel «. « «* « « 

S " OWn ' Bach hiller computer 10-n has an input 1! on 
' which it receives detailed sales and service " 

various customers, and this data 12 1. stored « a 
datahase 13 »ithin the filler colter - There £ 
data 12 is arranged a. on. or -ore complete 
„ each customer. X particular complete hill is Seated - 
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Fig . 1 as CBILL, and an example of one typical CBILL is 
shown in Figs. 2A & 2B. 

inspection of the CBILL in Figs. 2A & 2B shows 
tha t it includes several lists 14a-l*e of the individual 
items for which there is a charge. To save space « 
Figs . 2A a 2B, many of the individually billed items are 
replaced with a series of three dots; but in an actual 
CBILL, all of the individually billed items are shown. 
Also, the CBILL in Figs. 2A * 2B contains superfluous 
information such as an advertisement 15a, company logos 
15b and 15c, a reminder 15d of a penalty which xs 
incurred if the total amount due is not paid by a certain 
date , etc . 

Each biller computer 10-n also includes a 
program 16 which operates on each CBILL in its 
database 13, as follows. First, the program 16 generates 
a summary of the complete bill, and this summary x. 
indicated in Fig. 1 as SBILL. Fig. 3 shows an example of 
an SBILL for the CBILL in Figs. 2A a 2B. By extractxng 
, the superfluous information 15a- 15d and replacing the 
lis ts 14a-14e with one total amount due, the SBILL of 
made at least twenty times shorter than the 



bill summary is generated, the 



Fig. 

CBILL of Figs. 2A & 2B. 

After the 1 

program 16 generates a hash of the complete bill, and 
then the program 16 uses a biller computer private key to 
digitally sign the hash. This hash prior to signing xs 
indicated in Fig. 1 as H (CBILL) ; the digitally signed 
hash is indicated in Fig. 1 as S b (H(CBILL) ) ; and S b 
indicates the signing occurred with the private key - fa- 
in the biller computer. Then, the program 16 sends a 
posting request to the bill presentment computer 20 whxch 
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contains the bill summary SBILL and the digitally signed 

hash s b (H(CBIU4 . 

I„ the bill presentment computer 20, a program 
21 is included which receives the bill summary SBILL end 
the digitally signed hash ^(.(CBU.)). This program 21 
then posts the bill summary mi* and the drgrt.lly 
signed hash S 0 (H ( CBILLI, by storing them in a database 
within the bill presentment computer. Also, the program 

which indicates that the bill summary SBILL and the 
digitally signed hash S b (H (CBILL) ) are now posted 

Bach customer computer 30-m includes a 
program 31. the details of which are shown in »«. 4 
that interacts with the bill presentment computer 20 and 
; the biller computers 10-n. To begin, the program 31 
ceives a revest from an operator o £ the cus omer 
computer 30-m to display a Ust of current unpaid bills 
(LCUB) • m response, the customer computer performs step 
il of Pig. * in »hi=h the request is sent to the bill 
0 presentment computer 20. This request is received in the 
bill presentment computer by a program 23 which examines 
th e database 22 and generates the revested list. Then 
the requested list of current unpaid bills is sent to the 
,. -r received and displayed 
customer computer 30-m where it is received a 

, 5 by program 31, as indicated by step S2 in Fig. 4. 

Thereafter. the operator of the customer 
computer 30-m can mafce a request to see a particular bill 
summary SBIU, which is on the list, X. response the 
program 31 sends a request to the bill presentment 

30 counter for that particular bill summary as 

step S3 in Pig- 4. Then, program 23 in the bill 
presentment computer 20 obtains the requested b 11 
summary, from the database 22, as well as the digitally 
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• w hash of the corresponding complete bill. That 

„ nte , where they a,, received as step - »«• J- 
Lo, the bill presentment colter chances 

5 code of the bill sugary which it sent to S . 

5 t ;!reb y indicate that the bill has been reviewed b y the 

™r °: p :: e in S t eP s5 OI *. w » * - 

cu! «r colter 30- displays the bill su»»ary whrch rt 
■ . Then based on what that bill sun»ary shows. 
;:r i operato of the customer colter has several 

the operator 01 option S6a, a 

responds to the bill sugary that is being — 
15 With option S6b, a request is made for P 
" h erein W hereh y a selectable amount of 

id on the bill whose summary is being delayed. With 
t Tssc step SI can be returned to, whereupon the 
option step in be displayed, 

list of current unpaid bills wiu a 

° • S6d the interaction with the bill 

20 reir:; — - — — -r^: 

LTnrad:lor 'via a „ouse on the desired option and 

" "= lirti " 9 ; £ opClon s6a i3 seated. the customer 
colter 30- perform a subroutine 31a within the 
progra* 31 which includes steps » °" ■ £ 

the customer computer 30-» sends a revest to the biU r 
-t. 10 n for the particular complete bill wmcn 

30 r^LT- - - — ' - - rr; 

Ea ch biller colter includes a program 17. 
r esponds to such the revest by retrieve a complete 
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bill from it, datable 13 which should be the requested 
complete bill, and by sending the complete bill which was 
retrieved to the customer computer 30-m. This complete 
Till is received by subroutine 31a in the customer 
computer as step S12 in Pigs. 2A i 2B. 

Next, in step S13. the subroutine 31a uses a 
public *ey for the billef s computer to decrypt the 
digitally signed hash ( H (CBXL,, . . By this step, the 
bash of the complete bill is obtained in unencrypted form 
a TmL,U. Then in step S14. the subroutine 31a 
JTtes a new hash on the complete Ml! which it 
obtained in step S12 from the billefs computer ^ 10 n 
t„ „ in step S15. the subroutine 31a compares the 
TcryptL hat! of step S13 with the new recomputed hash 

' ° £ SteP "if the two compared hashes are not equal, then 
a message is displayed which alerts the operator to the 
discrepancy. One potential cause for this 
t bat the complete bill in the bill--. ~ 

„ changed after the summary of the complete bill «I* and 
i„ digitally signed hash were posted » the bill 
resentment computer 20. Thus, by display . the 
discrepancy message, the customer is protected aga net 
mating a payment on a hill where the current compl t 

., bill as retrieved from the oilier computer and its 
su-nary as posted in the bill presentment computer, do 

^'"conversely, if the two compared hashes in step 
S15 are equal, then the requested complete hill is 
30 displayed on the customer computer 30-. This occurs as 

t ep «. in «. »~ " ^ dlSPlaYed 

Iplete bill shows, the operator of the customer 
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center 30-m has sever.! option. S21a - "1= on how to 

PtOCe6d ' Wit* option «!.. a revest is made for a 
parent subscreen .hereby a selectable amount =£ funds 
c aT b e Paid on the complete bill which is being 
delayed With option S21b. the initial step Si can be 
returned to whereupon the list of current unpard bl 1 
^1 again be displayed. With option the 
interaction with the bill presentment computer 20 
biller computers 10-m can be terminated. 

If option UU is selected, then the customer 
oon *uter 30-m performs step S22 wherein the operator of 
th e customer computer 30-m enters an amount S X 

, an author^ such payment to be made. m reponse to 
th at authorisation, the customer computer performs step 
S24 wherein a payment revest message ,»> » sent o 
the bili presentment computer 20. This payment revest 
Tssage contains -a, the hash of the selected complete 
0 Till which was digitally signed by the biller computer 
ana s) an authorization to pay the specified -»* o 
funds 5X on the selected complete bill. Also, the 
! ro ,rJ 31 uses a customer computer private key to 
d gitatly sign both of these items a, and b, and this is 
)S li a d in step S2 2 of rig. . as 

Tare, S c indicates the signing occurred with the pr.vate 
key " C" in the customer computer. 

DU e to the fact that the payment amount SX is 
signed by the customer computer as S „ in step S24, the 
,„ bi ler is protected from a subsequent allegation by he 
customer that he paid a larger amount. also due to the 
£ act that the hash of the complete bill « signed by the 
customer computer in step the biller is protected 
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from 



subsequent allegation by the customer that the 
amount of his bill has been changed. 

Suppose now that in Fig. 4, the operator of the 
customer computer selects option S6b whereby a request is 
5 made for a payment subscreen on the bill summary, without 
seeing the complete bill. When option S6b is selected, 
the Fig. 4 program automatically performs the above 
described subroutine 31a. Then if a payment xs 
authorized, the Fig. 4 program performs step S24. By 
10 performing subroutine 31a, the customer is agaxn 
protected against making a payment on a bill where the 
complete bill and its summary do not agree. By performing 
step S24, the biller is again protected against the 
customer disputing the amount which he authorized to be 
15 paid and/or disputing the amount due in the bill which he 
received. 

Referring next to Fig. 5, it shows how the 
payment request message PRM is processed by the bxll 
presentment computer 20 in conjunction with an electronxc 
20 payment subsystem 50. In this payment subsystem 50, each 
customer has an account which is maintained by a computer 
X(i ) in the customer's bank, and each biller has an 
account which is maintained by a computer X(j) xn the 
biller' s bank. All of computers X(i) and X(j) are 
25 coupled to each other and to another computer Y whxch 
resides in a clearing and settlement bank. 

When the payment request message PRM is sent 
from the customer computer 30-m, that message is received 
by a program 24 in the bill presentment computer 20. 
30 This occurs in Fig. 5 at time tl. Then, in response to 
the received payment request message, the program 24 
accesses the data base 22 and changes the status of the 
bill that is to be paid to a code of - 3" , which 
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indicates that payment has been revested. This occurs 
at time t2 in Fig. 5. 

H ext. the program 24 in the bill presentment 
computer 20 sends the payment request message to the bank 
computer x,i, which maintains the account or the customer 
„no authorized payment. There, the payment revest 
message is received by a program 5ia. This occurs at 
time t3 in Pig. 5. xn response, the program '!> ««•»•- 
. data base Sib in the customer computer XU, wh.ch 
contains the account of the customer who ; 
payment. By this step, the program 51a verrf.es that a 
sufficient amount of funds ar. in the customer's account 
to cover the authorized payment. This step occurs at 
tl me « ^ ^ j £icienc fmias „ £ou nd. the computer 
X,i, sends a message to the computer XCi. in the bank for 
1 biller who is to be paid. This message, which occurs 
at time t 5 in 5. requests a verificatron of the 

account for the biller. In response, a program 52 a 
,0 the computer X (j , accesses a data base 52b which contains 
' the account of the particular biller who is to be paid. 
Th is occurs at time t6 in Pig. 5. Then the program 52, 
in the computer X<i> sends a return message back to the 
program 51a in computer x(i) which indicates whether or 
25 not the biller' s account was found and is in order. 

If the biller' s account is in order, 
computer xli) sends a message to the clearing and 
settlement computer T which requests that the transfer of 
£ „nds which is authorized in the payment request message 
30 actually occur. This request, which is sent at tuae « 
in 5. is received by a program 53a in the computer 

y In response, the program 53. accesses a data base 53b 
wh ich holds net accounts for the banks with computers 
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X(i) and X(j). If those accounts are in order, then 
program 53a subtracts the amount which is to be paid from 
the net account for the bank with computer X(i), and adds 
the amount to be paid to the net account for the bank 
with computer X(j) . This occurs at time t8 in Fig. 5. 

After the net accounts are changed as described 
above, then at time t9, program 53a accesses a data base 
53c in which a closing record for the payment request 
messages is stored. This closing record includes a) the 
hash of the selected complete bill which was digitally 
signed by the biller computer 10-n. and b) the 
authorization to pay the specified amount of funds $X on 
the selected complete bill, both of which are digitally 
signed by the customer computer 30-m. This is indicated 
in Fig. 5 by reference numeral 53d. 

Thereafter, the computer Y sends a message to 
the computer X(i) and X(j) which indicates whether or not 
settlement was successful. This occurs at time tlO in 
Fig 5 If settlement occurred, program 52a in computer 
, x(j) increases the biller' s account by the amount of the 
payment which was authorized, and program 51a in computer 
X(i) decreases the customer's account by the amount of 
the payment which was authorized. 

Thereafter, computer X(i) sends a message to 
5 the bill presentment computer 20 which indicates whether 
or not the payment as authorized in the payment request 
message was settled. In response, program 24 in the bill 
presentment computer 20 changes the status code for the 
bill on which payment was requested to a code of » 4" or 
0 « 5 „ a code of -4- indicates that settlement 

occurred; and a code of - 5" indicates that settlement 
was rejected. 
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One primary feature of the above described 
electronic bill processing system is that item 53d in the 
payment closing records 53c of the clearing and 
settlement computer Y provides a means for resolvxng 
5 disputes which can arise between a customer and a bxller. 
in Fig. S, a process is shown which illustrates how such 
disputes are resolved. All of the steps of Fig. 6 are 
performed by a computer Z, which is a computer that has 
authorization to access item 53d for the disputed tail 
L0 from the payment closing records 53c of the clearing and 
settlement computer V, and has authorization to access 
the disputed bill from the biller computer 10-n. 

initially, in step 831 of Fig. 6, computer Z 
sends a message to the clearing and settlement computer Y 
15 which requests item 53d from the payment closxng 
records 53c. In response, in step S32, computer Z 
receives item 53d which in Fig. 6 is indicated as 
Sc ( $ X,S b (H(CBILL))). As -s previously explained, 

8 (H(CBILD) is a hash of a complete bill whxch xs 
20 digitally signed by the biller computer 10-n, and $ X xs 
the amount of funds which was authorized to be paxd on 
that complete bill. S 0 indicates that both of the above 
items are digitally signed by the customer computer 30-m. 

Next, in step 83 3, computer Z uses a public key 
25 for the customer computer 30-m to decrypt 
S c ( $X ,S b (HCBILL))). By this step, the quantities $ X and 
S b (H(CBILD) are obtained in an unsigned form. Then xn 
step 834, computer Z compares the quantity $X to an 
amount which the customer alleges that he paid. If those 
30 two quantities are not equal, then step S35a is performed 
wherein computer Z generates a message for a dispute 
resolution statement (DRS) which indicates that the 
customer did not pay the amount which he says he paxd. 
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Otherwise in step S3 5b, computer Z generates a message 
for the DRS which indicates that the customer did pay the 
amount which he says he paid. 

Next, computer Z proceeds with step S3 6 in 
which a public key for the biller computer 10-n is 
obtained. Then, that public key is used by computer Z to 
decrypt S b (H(CBILL)) and thereby obtain H(CBILL) in an 
unsigned form. Next, in step S37, computer Z sends a 
message to the biller computer 10-n which requests the 
current complete bill, which should correspond to the 
complete bill that was used to generate the above 
decrypted hash. This current complete bill is received 
by computer Z in step S3 8; and using that current 
complete bill, computer Z in step S3 9 recomputes a new 
hash. 

Then, in step S40, computer Z compares the hash 
H(CBILL) as obtained in step S36 to the new recomputed 
hash as obtained in step S39. If those two hashes are 
not equal, then computer Z performs S41a in which a 
message is generated for the DRS which indicates that the 
disputed bill was changed after the amount $X was paid on 
the bill. Otherwise, step S41b is performed where 
computer Z generates a message for the DRS which 
indicates that the bill has not changed since the payment 
of $X was made. 

Finally, in step S42, computer Z generates the 
DRS such that it includes the messages that were 
generated in steps S35a, S35b, S41a, and S41b. This DRS 
is sent to the customer and the biller to help them 
I resolve their differences on their disputed bill. 

Also, another primary feature of the above 
described electronic bill processing system is that it 
enables any change in any particular complete bill to be 
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detected, even though each complete bill is only stored 
in a single computer, which is the biller computer 10-n 
This feature is achieved by storing in the bill 
presentment computer 20 and the settlement computer 
5 hash of each complete bill, which is digitally signed by 
the biller computer. Each such digitally signed hash 
preferably consists of sixteen to thirty-two bytes; 
wh ereas each complete bill typically consists of 
thousands of bytes, as is seen from Figs. 2A * 2B. 
0 ccnse q uently, the total amount of storage is greatly 
reduced in the data base 22 of the bill 
computer 20 and in the payment closing records 53c of 
clearing and settlement computer Y. 

An electronic bill processing system, which 
15 constitutes one preferred embodiment of the present 
invention. has now been described in detail in 
conjunction with Figs. 1-6. In addition however, certain 
changes and modifications can be made to this preferred 
embodiment without departing from the nature and spirit 

2 0 of the invention. 

For example, in Fig. 5. the customer computer 
30-m sends the payment request message P*M to the bill 
presentment computer 20, and thereafter, computer 20 
sends the payment request message to the 
25 payment subsystem 50. This occurs at times tl and t3 « 
F r 5. However, as a modification, the payment request 
message can be sent from the customer computer 30 
directly to the electronic payment system 50, and this 
modification is shown in Fig. 7. 
,„ A ll of the components within the electronic 

payment subsystem 50 of Fig. 7 are the same as those 
„hich are shown in Fig. 5, and also their operat.cn « 
the same as was previously described in conjunction wrth 
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Fi g 5 Thus, all of the reference numerals within the 
electronic parent subsystem 50 of Fig. 7 are the same as 
those shown in Fig. 5. 

At time tl* in Fig. 7, the customer computer 
30-m sends the payment request message directly to the 
electronic payment subsystem 50. No payment request 
me ssage is sent to the bill presentment computer 20. 
Later, at time til* in Fig. 7, the customer computer 30 
receives a confirmation, or a rejection, for the payment 
request message from the electronic payment subsystem 50. 

As another modification, the payment request 
m essage can be digitally signed by the customer computer 
30-m in a different manner from that which is shown in 
Fig 5 ; and this modification is also illustrated in 
Pl ' 7. With the modification of Fig. 7, the hash of the 
selected complete bill which is signed by the biller 
computer, and the authorization to pay a specified amount 
of funds on that selected complete bill, are each signed 
separately by the customer computer 30-m. These two 
, separately signed items are shown in Fig. 7 as S c ( fx) and 
B (S b (H(CBILL))). By comparison, in Fig. 5, the items $X 
and S b (H(CBILX)) are signed as one concatenated entity by 
the customer computer. 

As another modification to the electrons bill 
5 processing system of Figs. 1-6, the bill presentment 
computer 20 can be completely eliminated; and this 
edification is shown in Fig. 8. With the Fig 8 
edification, program 31 in the customer computer 30-m 
sends a request to the biller computer 10-n for a 
,0 particular complete bill, which in Fig. 8 is indicated as 
request CBILL. In response, program 17 in the biller 
computer 10-n calculates the hash of the complete bill 
and digitally signs that hash with the biller computer's 
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private key • b- . This digitally signed hash 

S b (H (CBILL)) and the requested complete bill CBILL are 
then sent to the customer computer 3 0-m. 

Thereafter, program 31 in the customer 
computer 30-m performs the previously described steps 
S20-S24 of Fig. 4, whereby the complete bill is usually 
displayed, and a payment on the displayed bill can be 
authorized. If such a payment is authorized, then 
program 31 sends a payment request message PRM at time 
tl. to the electronic payment subsystem 50; and a 
response from the payment subsystem 50 is received at 
time til*. To generate this response, all of the 
components within the electronic payment subsystem 50 of 
Fig . 8 operate the same as was previously described « 
conjunction with Fig. 7. 

As another modification, each biller computer 
10-n can periodically interact with the electronic 
payment subsystem 50 to automatically identify all of the 
bill, which have not been fully paid. This modification 
, is shown in Fig. 8, wherein a program 18 is provided in 
the biller computer 10-n which performs the above task. 

in operation, program 18 in the biller computer 
10-n sends a message to computer X (j ) in the biller' s 
hank for a list of all payments which have been received 
5 on the biller' s account. Then, in response, program 52a 
in computer X(j) generates the requested list from data 
base 52b, and sends the list to the biller computer 10-n. 

Thereafter, program 18 in the biller computer 
10-n compares the list of payments that have been made 
!0 (as indicated on the received list) with the list of 
payments that are due (as generated from the biller' s 
CBILL data base 13). For each bill which is not fully 
paid, program 18 sends a request, to computer Z of 
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Fig. 6, for a corresponding dispute resolution statement 
DRS These statements are then used to help determine if 
the unpaid bill is the fault of the customer, or the 
biller, or both; as indicated by steps S35a, S35b, S41a, 

and S41b of Fig. 6. 

When a dispute resolution statement indicates 
that a customer did not pay the amount which he says he 
paid on a particular bill, then program 18 in the biller 
computer 10 -n can electronically send a notice to the 
customer computer 30-m; and this notice can explain that 
the dispute resolution statement shows that the customer 
is at fault. Conversely, when a particular dispute 
resolution statement indicates that a bill which was 
originally sent to a customer somehow got changed, then 
the biller computer 10-n can electronically send a 
message to the customer acknowledging that the biller 
error has been caught. Such a message can be sent 
directly to the customer computer 30-m, or can be sent to 
the bill presentment computer 20 for presentment to the 
) customer computer. 

As another modification, all of the messages 
that are sent between the various computers 10-n, 20, 
30-m, X(i), X(j), Y, and Z, can include additional 
information, as desired, over that which has been 
5 described in conjunction with Figs. 1-8. For example, 
those messages can include a payment due date, a billing 
period, a bill reference number, an account number, etc. 
An example of such additional information is illustrated 
at the top of the bill summary which is shown in Fig. 3. 
0 similarly, all of the messages which are sent 

between the computers 10-n, 20, 30-m, X(i) , X(j), Y. and 
Z, can be sent on communication channels of any type. 
For example, the messages can be sent on communication 
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channels which reside in physical cables or which reside 
in wireless networks. Also, each message between the 
computers can use any form of encryption to ensure that 
the message is received only by the one computer to whxch 
the message was sent. Similarly, any one way hash 
functions (message digest, cryptographic text sum, 
message integrity check, etc.) can be used to generate 
the hashes of Figs. 1-8, and any processes can be used to 
generate the digital signatures of Figs. 1-8. 

As another modification, the customer computer 
30-m can be selected from a wide variety of electronic 
input/output devices. One such device is a standard 
personal computer; but as an alternative, the customer 
computer 30-m can also be a public kiosk or a laptop 
computer or any other hand-held communications dev.ce 
which is able to send and receive the messages which have 
been described in conjunction with Figs. 1-8. 

Accordingly, it is to be understood that the 
present invention is not limited to the details of any 
) one particular illustrated embodiment or modification, 
but is defined by the appended claims. 
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YTTTAT Tg fT AIMED IS; 

!. An electronic bill processing system which is 

comprised of: _ 

, biller computer having a data base whrch 
stor es a Plurality of collate bills tor a plurality of 

customers; 

a bill presentment computer, coupled to sain 
biller computer, having a data base which stores a 
sugary of each complete bill and a respective hash of 
each complete bill which is digitally signed by said 
I biller computer; and, 

multiple customer computers, coupled to said 
oilier computer and said bill presentment computer, 
.herein each particular customer computer - a, revests 
ano receives from said bill presentment computer, a 
5 summary of a selected complete bill Plus its respective 
digitally Signed hash, and b, reguests and receives from 
said biller computer, said selected complete brll. 

j A system according to claim 1 wherein said 

,. particular customer computer responds to the receipt of 
' said selected complete bill by - a, generating a new 
h ash of said selected complete bill, b, decrypting said 
digitally signed hash of said selected complete bill, and 
c, indicating that a discrepancy exists, if the decrypted 
25 digitally signed hash does not egual said new generated 
hash. 
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3 K system according to claim 1 wherein said 

particular customer colter also sends a payment 
3 0 message. to said bill presentment computer. whrch 
contains - a, said digitally signed hash of sard 
selected complete bill, and b, an authorization to pay a 
specified amount of funds on said selected complete bzll. 
bo th of which are digitally signed by said particular 
35 customer computer. 

* system according to claim 3 where within said 
payment message, said digitally signed hash of said 
selected complete bill and said authorization to pay sard 
specified amount of funds are signed as one coined 
entity by said particular customer computer. 

5 A system according to claim 3 where within said 

payment message, said digitally signed hash of said 
selected complete bill and said authorization to pay sard 
specified amount of funds are each signed separately by 
said particular customer computer. 

6 A system according to claim 3 wherein said bill 

presentment computer responds to said payment message by 
storing, in its data base, said digitally signed hash of 
said selected complete bill and said authorization to pay 
. specified amount of funds on said selected complete 
bll l both of which are digitally signed by sard 
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parties customer computer, as obtained fro, said 
payment message. 

A system according to claim 3 which further 
includes en electronic payment subsystem that holds 
reS pective accounts that are correlated with said billet 
a„d customer computers and .herein said bill presentment 
computer responds to said payment message by sending a 
request to said payment subsystem to transfer sa.d 
specified amount of funds from the account for sard 
particular customer computer to the account for said 
biller account. 

8 a system according to claim 7 wherein said 

payment subsystem stores a closing record which contains 
said digitally signed hash of said selected complete bill 
„ and said authorization to pay a specified amount of funds 
on said selected complete bill, both of which are 
digitally signed by said particular customer computer, as 
obtained from said payment message. 

r5 9 a system according to claim 7 wherein said bill 

presentment computer also - a, receives a response from 
said payment subsystem which indicates that the revested 
transfer has occurred or was reacted, and b. updates its 
data base to reflect said response. 

10 A system according to claim 9 wherein said bill 

pt esentment computer also generates and sends messages to 
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- — - - — — - " ere 

rej ected in said payment subsystem. 

►„ rlaim 9 "herein said bill 
A system according to claim 

;:„„.:^..-.. vr= r;r,"rj:: 
- =r-=r- - - — - - - 

rej ected in said payment subsystem. 

i -™ i which further 
»• ' — I C System that holds 

. includes an electronic ^ ^ 

respective accounts pirti cular 
a »d customer computers, and ~ _ ^ 

customer computer also sends a paym ^ 
payment subsystem. »hich contains - ^ ^ 

>. „» said selected complete bill, 

^ o£ £u „ds on said 
au tbori,.tion to o£ „ hich are digitally 

selected complete bill, botn 
Tigued by said particular customer computer. 

-, ^ m 12 where within 
* system according to claim 1 

„o said digitally signed hash o 
said payment messa . » J- „ pay said 

selected complete bill an comb ined 
specified amount or funds are signed a 
l ity by said particular customer computer. 
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14 . A system according to claim 12 where within 

said payment message, said digitally signed hash of said 
selected complete bill and said authorization to pay said 
specified amount of funds are each signed separately by 
115 said particular customer computer. 

15 A system according to claim 12 wherein said 

payment subsystem stores a closing record which contains 

said digitally signed hash of said selected complete bill 
120 and said authorization to pay a specified amount of funds 

on said selected complete bill, both of which are 

digitally signed by said particular customer computer, as 

obtained in said payment message. 

16 . An electronic bill processing system which is 

comprised of: 

125 a biller computer which generates complete 

bills for a plurality of customers, and generates a 
respective hash of each complete bill which is digitally 
signed by said biller computer; 

multiple customer computers, coupled to said 
130 biller computer, where each particular customer computer 
generates a payment message which contains - a) the hash 
of a selected complete bill which is digitally signed by 
said biller computer, and b) an authorization to pay a 
specified amount of funds on said selected complete bill, 
135 and where items a) and b) are both digitally signed in 
said payment message by said particular customer 
computer; and, 
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led to said customer 
. payment ^system, «* thaC conC ai»= 

A system accords to ^ (r<- 

115 said dosi^ record, sa.d hash ^ oomputer 

and said Particular oust- ~ ^ ^ ha3h in 

^ h * sh to r ;r a »e» — - - aiie t 
- rr- -^---- 

nC and further 
*-o claim I 6 an 
i8 . x system accord^ ^ ^ 

includin, a dispute reso v » 9 ^ to pay a 

specif^ amount , decryp ts 

said particular customer sald 

detail, — author^ - ^ _ „d. 

8P eci £ ied amount o, - * ^ „ f £und6 to an 
160 =omp.«s said unsized spec, 

19 . * system accord^ ^ c ^ let 

sa id payment message, sa.d has and sald 

blll litany sioned by - ^ q£ £und8 , ar e 
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signed as one combined entity by said particular customer 
computer. 

20. A system according to claim 16 where within 

said payment message, said hash of said selected complete 
bill digitally signed by said biller computer and sa.d 
authorization to pay said specified amount of funds, are 
each signed separately by said particular customer 
computer . 

21 . a system according to claim 16 which further 

includes a bill presentment computer, coupled to said 
biller computer and to said multiple customer computers, 
which stores a summary of each complete bill and stores 
said respective hash of each complete bill which is 
digitally signed by said biller computer; and, where.n 
each customer computer - a) requests and receives from 
said bill presentment computer, the summary of a selected 
complete bill plus its respective digitally signed hash, 
and b) requests and receives from said biller computer. 
5 said selected complete bill. 
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Fig. 2A 



# California Bell £ * 



Residence Flat Rate Serw 
Account Number 
808 677-1234 227 K 0193 
Current California Bell 
Charges NCI 



Statement Date 
May 21, 1997 



JOHN DOE Page 1 
1234 MAIN ST 
IRVINE, CA 92356 
Page 1-7 545.21 
Page 8-10 516.68 



Total Due 



$1061.89 



: \ LATE CHARGE REMINDER. A late charge may apply on June 13 if your payment has 
not been received. (See Reverse) 



Do you need help setting up your home oflice? Do you telecommute and 
want to make better use of your phone service? Call Work at Home 
Resources at 1-800-700-1100 for a free consultation. 



California Bell Calls From 808 677-1234 
Date Time Place and Number Called 



1. Apr21 3:04pm 

2. Apr21 10:47pm 

3. Apr22 11:22am 
4 Apr22 3.13pm 

5. Apr23 10:31pm 

6. Apr23 11:49am 

7. Apr24 12:49am 



255. May20 9:20pm 

256. May20 9:30pm 

257. Mav20 



LOSANGELESCA 213 874-6611 

BEVERLYHLS CA 310 648-9843 

AGOURA CA 818 573-9984 

LOSANGELESCA 213 874-6611 

BEVERLYHLS CA 310 648-9843 

AGOURA CA 818 573-9984 

AGOURA CA 818 573-9984 



LOSANGELESCA 213 778-2249 
LOSANGELESCA 213 426-1737 
RESEDA CA 818 07-5040 



Amount 
Before 

Type Rate Minutes Discount 



Total California Bell Calls from 808 677-1234 



Direct 


Day 


1 


.15 


Direct 


Eve 


2 


.22 


Direct 


Day 


9 


2.06 


Direct 


Day 


7 


.29 


Direct 


Eve 


2 


.22 


Direct 


Day 


8 


1.89 


Direct 


Day 


9 


2.06 


Direct 


Eve 


7 


.72 


Direct 


Eve 


17 


1.76 


Direct 


Eve 


21 


2.65 


$531.97 



Taxes & Surcharges 
Description 



Charges for Network Access for Interstate Calling, 
Imposed by Federal Communications Commission 
CA High Cost Fund Surcharge - A: 
California Teleconnect Fund Surcharge 
Universal Lifeline Telephone Service Surcharge 
Rate Surcharge 
State Regulatory Fee 

CA Relay Service and Communications Devices Fund 
Tax: Fed: 2.65 911; .59 Local: 



Total Taxes and Surcharges 
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Fig. 2B 

Account Number 

808 677-1234 235 S 0182 

NCI Account Number 

7Q633529 



Statement Date Page 8 

May 21, 1997 

Questions about your NCI bill? 
800-266-9963 



¥NCI**i 



Long Distance 

Calls from 808 677-1234: 



Place and Number Cltltd 



1 Apr 21 7:25pm SAN JOSE CA 408 244-1977 Direct Eve 
i Apr 21 7:38pm FAIR LAWN NJ 201 705-3304 Direct Eve 



83. Mav 20 4:3 0 pm RIDLEYPAR KPA 610 592-1293 Direct Day 



Total Calls from 808 677-1234 
Total Long Distance 



International Long Distance 

NCI Savings'" plan from 808 677-1234: 



Date Time 

1. Apr 21 9:34am 

2. Apr 21 9:40pm 


Place and 
RUSSIA 
Ukraine 


i Numoer laiiea 

70957832217 
70957832217 


Direct 
Direct 


Std 
Eve 


4 4.77 
2 2.38 


55. Mav 21 9:44cm 


RUSSIA 


70956166486 


Direct 


Eve 


3 3.57 



Total N CI Savings'" 



Total International Long Distance. . 



Taxes and Surcharges 

Federal Excise Tax 

State and Local Taxes 

State & Local Surcharges 

Universal Lileline Telephone Services 

California Relay Service and Communications Devices Fund 

Calilomia High Cost Fund-B Surcharge 

California Teleconnect Fund 

Total Current Taxes and Surcharges 



Service Summary 

NCI Savings'" plan (03/28/97 to 10/27/97) . . 

Long Distance 

Inernational Long Distance 

Total Current Charges 



202.20 
310.72 
515.92 
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CBILL Verify /31a 





Display Bill 
Summary 








S6c 

/"(Return to LCUB) 


S6a, 
(Request \ 
CBILL) \ 


S6d 

/ (End) / 

/ 



r -°r 

I CBILL Verify ' 
I I 



Display 
Complete Bill 



S21a 
(Request' 
Payment 
S2 ib Screen) 
/(Return to LCUB) 

~S21c 
/ (End) 




771 

I 

I CBILL Verily 



Send PRM 
with 

S c ($X,S b (H(CBILL))) 



S23b 
/(Return to LCUB) 

~i23c 
/ (End) 
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Fig. 5 



Payment Request 
Message (PRM) 



Customer 
Computer 
30-m 

| Confirm or Reject 

| Customer Bank 
Computer X(i) 



Bill Presentment Computer 20 

|^RM^IthS|(^^(C BiLL)»~| 



BifTStatus 
U pdate 



Receive PRM, 
Update Bill Status. 
Send PRM to 
BPS, Receive 
Confirm/Reject 
from BPS) 



Accounts 

(with 
Customer 
Account) 



Posted SBILL, 
S b (H(CBILL)), 
and Bill Status 
(3,4.5) 



13 



4 Bill Slams] " 

1- Bill Posled 

2- Bill Reviewed 

3- Paymenl Requested 

4- Selllemenl Conlirmed 

5- Selllemenl Rejected 



P RM with S e ($x, S fa (H(CBILL))) 



[Request/Response 
to Verify Biiler's 
Account 



Biller Bank 
Computer X(j) 



Bank Payment 
Service (BPS) 



17 - 

Request to Clear 1^- 
and Settle 1 



Bank Payment 
Service (BPS) 



HO 

| Confirm oT^lecl} -^^ 



CZ2^ 


53b 


Bank Net 




Accounts 









Accounts 
(with 
Biller 

Account) 



Clearing and 
Settlement 
Computer Y 



Clearing and 
Settlement 
Service 



Payment 
Closing 
Records 



Settlement Confirmation with 
S e ($x, S b (H(CBILL))) 



WO 99/05628 



PCT/US98/15190 



Request 
S c ($x,S b (H(CBILL))) 
in Payment Closing 

Record 
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Paymenl Request 
Message (PRM) 



Customer 
Computer 
30-m 



8/9 

Fig. 7 



Customer Bank 
Computer X(i) 

y 51b 



Accounts 

(with 
Customer 
Account) 



PRM with sj jx) and S r (S h (H(CBi"Ll)» | 



| Confirm or Reject | 



Request/Response 
to Verify Biller's 
Account 



Bank Payment 
Service (BPS) 



t7 . 

Requeit "to Clear \^ 
and Settle I 



Biller Bank 
Computer X(j) 

/52b 



Bank Paymenl 
Service (BPS) 



[Confirm or Reject {^^^ 



Bank Net 
Accounts 



Accounts 
(wilh 
Biller 

Account) 



Clearing and 
Settlement 
Computer Y 



Clearing and 
Settlement 
Service 



Settlement Confirmation with 
. / PR M with S„(SX) and S,(S h (H(CBILL))) 





fC — ^ 






Payment 




Closing 




Records 
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Biller Computer 10-n 

"Service/ Sales Ricords ~Y 1 
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